Compliance Tests on UNH Lab

guanyu zhu Please add the Basic info of the k8s cluster you have deployed on UNH Lab including the version and config file.

Also you can give the self-test results here. Thanks.

basic info
version: 1.21.1

kubeconfig:

kubeconfig

self-test result

f unct est - kuber net es- heal t hcheck

k8s_qui ck: PASS

2022-11-10 06:44:37,682 - xtesting.ci.run_tests - |INFO - Deploynent description:

TEST_DB_EXT_URL
S3_ENDPOl NT_URL
S3_DST_URL
HTTP_DST URL

oo o o oo n e oaooo- +
| ENV VAR | VALUE |
oo o o oo n e oaooo- +
| Cl_LOooP | daily |
[ DEBUG | fal se |
| DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha |
| I NSTALLER_TYPE | unknown |
| BU LD _TAG | |
| NODE_NAVE | |
| TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results |
| | |
| | |
| | |
| | |

2022-11-10 06:44:37,693 - xtesting.ci.run_tests - INFO - Loading test case 'k8s_quick'...
2022-11-10 06:44:37,708 - xtesting.ci.run_tests - INFO - Running test case 'k8s_quick'...
2022-11-10 06:44:59,271 - xtesting.ci.run_tests - INFO - Test result:
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2022-11-10 06:44:59,273 - xtesting.ci.run_tests - INFO - Execution exit value: Result
(reverse-i-search) ex': ~Cport DEPLOY_SCENARI O=k8- nosdn- nof eat ur e- noha

k8s_snoke: PASS

2022-11-10 08:36:30,096 - xtesting.ci.run_tests - |INFO - Depl oynent description:

TEST_DB_EXT_URL
S3_ENDPOl NT_URL
S3_DST_URL
HTTP_DST_URL

B o m m o e e e e e e e e e e e e e e e e e e e e e e e e memema——an
| ENV VAR | VALUE

B o m m o e e e e e e e e e e e e e e e e e e e e e e e e memema——an
| Cl _LOoP | daily

| DEBUG | fal se

| DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha

| I NSTALLER _TYPE | unknown

| BUI LD_TAG |

| NODE_NAME |

| TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results

I |

I |

I |

I |

2022-11-10 08:36:30,113 - xtesting.ci.run_tests - INFO - Loading test case 'k8s_snoke'...
2022-11-10 08:36: 30,138 - xtesting.ci.run_tests - INFO - Running test case 'k8s_snoke'...

2022-11-10 08: 36:46,562 - xtesting.ci.run_tests - INFO - Test result:

B B Fom e e aiaaa - B +
| TEST CASE | PRQIECT | DURATI ON | RESULT |
B B Fom e e aiaaa - B +
| k8s_snoke | funct est | 00: 16 | PASS |
B B Fom e e aiaaa - B +

2022-11-10 08: 36:46,564 - xtesting.ci.run_tests - INFO - Execution exit value: Result

f unct est - kuber net es- snoke

xral |l y_kubernetes: PASS

2022-11-10 11:12:43,143 - xtesting.ci.run_tests - INFO - Depl oynent description:

TEST DB EXT_URL
S3_ENDPOI NT_URL
S3_DST_URL
HTTP_DST_URL

B o
| ENV VAR | VALUE

B o
| Cl_LoorP | daily

| DEBUG | fal se

[ DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha

| I NSTALLER_TYPE | unknown

| BUI LD_TAG |

| NCDE_NAME |

[ TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results

I I

I I

I I

I I

2022-11-10 11:12: 43,242 - xtesting.ci.run_tests - INFO - Loading test case 'xrally_kubernetes'...
2022-11-10 11:12:43,936 - xtesting.ci.run_tests - INFO - Running test case 'xrally_kubernetes'...

2022-11-10 11: 24: 43,804 - xtesting.ci.run_tests - INFO - Test result:

e e e e meeaeeeeeaaaaas e e e eeeaaas o mm et e aeaaa s E +
| TEST CASE | PRQJECT | DURATI ON | RESULT |
e e e e meeaeeeeeaaaaas e e e eeeaaas o mm et e aeaaa s E +
| xral |l y_kubernnetes | funct est | 11: 59 | PASS |
e e e e meeaeeeeeaaaaas e e e eeeaaas o mm et e aeaaa s E +

2022-11-10 11: 24: 43,807 - xtesting.ci.run_tests - INFO - Execution exit value: Result
k8s_conf or mance: FAIL

2022.run_tests - |INFO - Depl oynent description:

CEX K

. EX_OK

CEX K
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TEST_DB_EXT_URL
S3_ENDPOl NT_URL
S3_DST_URL
HTTP_DST_URL

| ENV VAR | VALUE |
B o m m o e e e e e e e e e e e e e e e e e e e e e e e e memema——an +
| Cl _LOooP | daily |
| DEBUG | fal se |
| DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha |
| I NSTALLER_TYPE | unknown |
| BUI LD _TAG | |
| NCDE_NAME | |
| TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results |
| I |
| | |
| I |
| | |

2022-11-10 11:32:37,257 - xtesting.ci.run_tests - INFO - Loading test case 'k8s_conformance'...
2022-11-10 11:32: 37,367 - xtesting.ci.run_tests - INFO - Running test case 'k8s_confornance'...
2022-11-10 11:46: 36,493 - functest_kubernetes. k8stest - ERROR - Summari zing 7 Failures:

[Fail] [sig-network] Services [It] should be able to create a functioning NodePort service [Conformance]
/ wor kspace/ src/ k8s. i o/ kuber net es/ _out put/dockeri zed/ go/ src/ k8s. i o/ kuber net es/ t est/ e2e/ net wor k/ servi ce. go: 1169

[Fail] [sig-node] Probing container [It] should *not* be restarted with a exec "cat /tnp/health" |iveness probe

[ NodeConf or mance] [ Confor mance]

/ wor kspace/ src/ k8s. i o/ kuber net es/ _out put/ dockeri zed/ go/ src/ k8s. i o/ kuber net es/t est/ e2e/ conmobn/ node/ cont ai ner _pr obe.
go: 148

[Fail] [sig-network] Services [It] should be able to switch session affinity for NodePort service [LinuxOnly]
[ Conf or mance]
/ wor kspace/ src/ k8s. i o/ kuber net es/ _out put/dockeri zed/ go/ src/ k8s. i o/ kubernet es/ t est/ e2e/ net wor k/ servi ce. go: 2576

[Fail] [sig-network] Services [It] should have session affinity work for NodePort service [LinuxOnly]
[ Conf or mance]
/ wor kspace/ src/ k8s. i o/ kuber net es/ _out put/dockeri zed/ go/ src/ k8s. i o/ kuber net es/ t est/ e2e/ net wor k/ servi ce. go: 2576

[Fail] [sig-apps] Stateful Set Basic Stateful Set functionality [Stateful SetBasic] [It] Should recreate evicted
st at ef ul set [ Confor mance]

I wor kspace/ src/ k8s. i o/ kuber net es/ _out put/dockeri zed/ go/ src/ k8s. i o/ kuber net es/ vendor/ gi t hub. conf onsi / gi nkgo
/internal /| eaf nodes/runner. go: 113

[Fail] [sig-network] Services [It] should have session affinity timeout work for NodePort service [LinuxOnly]

[ Conf or mance]

/ wor kspace/ src/ k8s. i o/ kuber net es/ _out put/dockeri zed/ go/ src/ k8s. i o/ kubernet es/ t est/ e2e/ net wor k/ servi ce. go: 2497
[Fail] [sig-network] Services [It] should be able to change the type from External Nane to NodePort [ Conformance]
/ wor kspace/ src/ k8s. i o/ kuber net es/ _out put/dockeri zed/ go/ src/ k8s. i o/ kuber net es/ t est/ e2e/ net wor k/ servi ce. go: 1351

2022-11-10 11:46:36,495 - xtesting.ci.run_tests - INFO - Test result:

oo o o o +
| TEST CASE | PRQIECT | DURATI ON | RESULT |
oo o o o +
| k8s_conf or mance | functest | 13: 59 | FAI L |
oo o o o +

2022-11-10 11:46:36,497 - xtesting.ci.run_tests - ERROR - The test case 'k8s_conformance' failed.
2022-11-10 11:46:36,497 - xtesting.ci.run_tests - INFO - Execution exit value: Result.EX_ERROR

si g_api _nmachi nery: PASS

2022-11-10 12:02:57,991 - xtesting.ci.run_tests - INFO - Depl oynent description:


http://testresults.opnfv.org/test/api/v1/results
http://xtesting.ci
http://xtesting.ci
http://k8s.io/kubernetes/_output/dockerized/go/src/k8s.io/kubernetes/test/e2e/network/service.go:1169
http://k8s.io/kubernetes/_output/dockerized/go/src/k8s.io/kubernetes/test/e2e/common/node/container_probe.go:148
http://k8s.io/kubernetes/_output/dockerized/go/src/k8s.io/kubernetes/test/e2e/common/node/container_probe.go:148
http://k8s.io/kubernetes/_output/dockerized/go/src/k8s.io/kubernetes/test/e2e/network/service.go:2576
http://k8s.io/kubernetes/_output/dockerized/go/src/k8s.io/kubernetes/test/e2e/network/service.go:2576
http://k8s.io/kubernetes/_output/dockerized/go/src/k8s.io/kubernetes/vendor/github.com/onsi/ginkgo/internal/leafnodes/runner.go:113
http://k8s.io/kubernetes/_output/dockerized/go/src/k8s.io/kubernetes/vendor/github.com/onsi/ginkgo/internal/leafnodes/runner.go:113
http://k8s.io/kubernetes/_output/dockerized/go/src/k8s.io/kubernetes/test/e2e/network/service.go:2497
http://k8s.io/kubernetes/_output/dockerized/go/src/k8s.io/kubernetes/test/e2e/network/service.go:1351
http://xtesting.ci
http://xtesting.ci
http://xtesting.ci
http://xtesting.ci

TEST_DB_EXT_URL
S3_ENDPOl NT_URL
S3_DST_URL
HTTP_DST_URL

| ENV VAR | VALUE |
B o m m o e e e e e e e e e e e e e e e e e e e e e e e e memema——an +
| Cl _LOooP | daily |
| DEBUG | fal se |
| DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha |
| I NSTALLER_TYPE | unknown |
| BUI LD _TAG | |
| NCDE_NAME | |
| TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results |
| I |
| | |
| I |
| | |

2022-11-10 12:02:58,055 - xtesting.ci.run_tests - INFO - Loading test case 'sig_api_nachinery'...
2022-11-10 12:02:58,123 - xtesting.ci.run_tests - INFO - Running test case 'sig_api_machinery'...
2022-11-10 12:09:22,900 - xtesting.ci.run_tests - INFO - Test result:

B B Fom e e aaaaa - o e e e +
| TEST CASE | PRQIECT | DURATI ON | RESULT |
B B Fom e e aaaaa - o e e e +
| si g_api _machi nery | funct est | 06: 24 | PASS |
B B Fom e e aaaaa - o e e e +

2022-11-10 12:09:22,902 - xtesting.ci.run_tests - INFO - Execution exit value: Result.EX OK
si g_api _machi nery_serial: PASS

bash-5. 1# run_tests -t sig_api _nmachinery_seri al
2022-11-10 12:19:47,585 - xtesting.ci.run_tests - | NFO - Deploynent description:

L T T TIPSR e e e eeeeeeeeeeeeeeeeeeeeeeeeeeeeaseeeeeee—aa- +
| ENV VAR | VALUE |
L T T TIPSR e e e eeeeeeeeeeeeeeeeeeeeeeeeeeeeaseeeeeee—aa- +
| Cl _LOOP | daily |
| DEBUG | fal se |
| DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha |
| I NSTALLER_TYPE | unknown |
| BUI LD_TAG | |
| NCDE_NAMVE | |
| TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results |
| TEST_DB_EXT_URL | |
| S3_ENDPO NT_URL | |
| S3_DST_URL | |
| HTTP_DST_URL | |
E T T T L I I +

2022-11-10 12:19: 47,687 - xtesting.ci.run_tests - INFO - Loading test case 'sig_api_nachinery_serial'...
2022-11-10 12:19:47,794 - xtesting.ci.run_tests - INFO - Running test case 'sig_api_machinery_serial'...
2022-11-10 12:21:21,624 - xtesting.ci.run_tests - INFO - Test result:

em e e e eieeieeaiieesaeaaaaaas - - - +
| TEST CASE | PRQIECT | DURATI ON | RESULT |
em e e e eieeieeaiieesaeaaaaaas - - - +
| sig_api _machi nery_seri al | funct est | 01: 33 | PASS |
em e e e eieeieeaiieesaeaaaaaas - - - +

2022-11-10 12:21:21,627 - xtesting.ci.run_tests - INFO - Execution exit value: Result.EX OK
si g_apps: PASS

2022-11-10 12:34:29,184 - xtesting.c

.run_tests - INFO - Depl oynent description:
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TEST_DB_EXT_URL
S3_ENDPOl NT_URL
S3_DST_URL
HTTP_DST_URL

| ENV VAR | VALUE |
B o m m o e e e e e e e e e e e e e e e e e e e e e e e e memema——an +
| Cl _LOooP | daily |
| DEBUG | fal se |
| DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha |
| I NSTALLER_TYPE | unknown |
| BUI LD _TAG | |
| NCDE_NAME | |
| TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results |
I I |
I | |
I I |
I | |

2022-11-10 12:34:29,283 - xtesting.ci.run_tests - INFO - Loading test case 'sig_apps'...
2022-11-10 12:34:29,389 - xtesting.ci.run_tests - INFO - Running test case 'sig_apps'...
2022-11-10 12: 36: 32,646 - xtesting.ci.run_tests - INFO - Test result:

B B Fom e e aaaaa - o e e e +
| TEST CASE | PRQIECT | DURATI ON | RESULT |
B B Fom e e aaaaa - o e e e +
| si g_apps | funct est | 02: 03 | PASS |
B B Fom e e aaaaa - o e e e +

2022-11-10 12:36:32,649 - xtesting.ci.run_tests - INFO - Execution exit value: Result.EX OK
sig_apps_serial: FAIL

2022-11-10 12:43:03,217 - xtesting.ci.run_tests - |NFO - Depl oynent description:

TEST_DB_EXT_URL
S3_ENDPOl NT_URL
S3_DST_URL
HTTP_DST_URL

oo Fr o m e e e e oo +
| ENV VAR | VALUE |
oo Fr o m e e e e oo +
| Cl _LOoP | daily |
| DEBUG | fal se |
| DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha |
| I NSTALLER_TYPE | unknown |
| BUI LD _TAG | |
| NODE_NAVMVE | |
| TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results |
I | |
I I |
I | |
I I |

2022-11-10 12:43:03,315 - xtesting.ci.run_tests - INFO - Loading test case 'sig_apps_serial'...
2022-11-10 12:43:03,420 - xtesting.ci.run_tests - INFO - Running test case 'sig_apps_serial'...
2022-11-10 13:03: 29,449 - functest_kubernetes. k8stest - ERROR - Summarizing 2 Failures:

[Fail] [sig-apps] DisruptionController [It] evictions: maxUnavail abl e deny evictions, integer => should not allow
an eviction [Serial]
/ wor kspace/ src/ k8s. i o/ kuber net es/ _out put/ dockeri zed/ go/ src/ k8s. i o/ kuber net es/ t est/ e2e/ apps/ di sruption. go: 286

[Fail] [sig-apps] DisruptionController [It] evictions: too few pods, replicaSet, percentage => should not allow
an eviction [Serial]
/ wor kspace/ src/ k8s. i o/ kuber net es/ _out put/ dockeri zed/ go/ src/ k8s. i o/ kuber net es/ t est/ e2e/ apps/ di srupti on. go: 286

2022-11-10 13:03:29,450 - xtesting.ci.run_tests - INFO - Test result:

R T T T R L LT T R LT T +
| TEST CASE | PROJECT | DURATI ON | RESULT |
R T T T R L LT T R LT T +
| si g_apps_seri al | functest | 20: 26 | FAI L |
R T T T R L LT T R LT T +

2022-11-10 13:03:29,451 - xtesting.ci.run_tests - ERROR - The test case 'sig_apps_serial' failed.
2022-11-10 13:03: 29,452 - xtesting.ci.run_tests - INFO - Execution exit value: Result.EX_ERROR

si g_apps: PASS

2022-11-10 12:34: 29,184 - xtesting.ci.run_tests - |NFO - Depl oynent description:
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B o m m o e e e e e e e e e e e e e e e e e e e e e e e e memema——an +
[ ENV VAR | VALUE |

B o m m o e e e e e e e e e e e e e e e e e e e e e e e e memema——an +

[ Cl _LOoP | daily |

| DEBUG | fal se |

| DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha |

| I NSTALLER_TYPE | unknown |

[ BUI LD_TAG | |

| NODE_NAMVE | |

| TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results |

| TEST_DB_EXT_URL | |

[ S3_ENDPO NT_URL | |

| S3_DST_URL | |

[ HTTP_DST_URL | |

B o m m o e e e e e e e e e e e e e e e e e e e e e e e e memema——an +
2022-11-10 12:34:29,283 - xtesting.ci.run_tests - INFO - Loading test case 'sig_apps'...
2022-11-10 12:34:29,389 - xtesting.ci.run_tests - INFO - Running test case 'sig_apps'...
2022-11-10 12: 36: 32,646 - xtesting.ci.run_tests - INFO - Test result:

B B Fom e e aaaaa - o e e e +

[ TEST CASE [ PRQJIECT | DURATI ON | RESULT |

B B Fom e e aaaaa - o e e e +

| si g_apps | funct est | 02: 03 | PASS |

B B Fom e e aaaaa - o e e e +

2022-11-10 12:36:32,649 - xtesting.ci.run_tests - INFO - Execution exit value: Result.EX OK
sig_apps_serial: FAIL

2022-11-10 13:03: 29,450 - xtesting.ci.run_tests - INFO - Test result:
oo o e - +

| TEST CASE | PRQIECT | DURATI ON | RESULT |
oo o e - +

| si g_apps_seri al | functest | 20: 26 | FAI L |
oo o e - +

2022-11-10 13:03: 29, 451 -
2022-11-10 13:03: 29, 452

sig_i nstrunmentation: PASS

2022-11-10 12:58:48, 233 -

DEBUG
DEPLOY_SCENARI O
| NSTALLER TYPE
BUI LD_TAG
NODE_NAMVE
TEST_DB_URL
TEST_DB_EXT_URL
S3_ENDPOl NT_URL
S3_DST_URL
HTTP_DST_URL

2022-11-10 12:58:48,372 -
2022-11-10 12:58:48,478 -
2022-11-10 12:58:52,474 -

T
| TEST CASE

T
| sig_instrunentation

T

2022-11-10 12:58:52, 477 -
sig_instrunmentation: PASS

2022-11-10 12:58:48, 233 -

xtesting.ci.run_tests -
xtesting.ci.run_tests -

xtesting.ci.run_tests -

xtesting.ci.run_tests - |NFO -
xtesting.ci.run_tests -

xtesting.ci.run_tests -

xtesting.ci.run_tests -

ERRCR - The test case 'sig_apps_serial' failed.
I NFO - Execution exit value: Result.EX ERROR

I NFO - Depl oynent description:

...................................................... +
VALUE |
...................................................... +
daily |

fal se |

k8- nosdn- nof eat ur e- noha |

unknown |

|

|

http://testresults.opnfv.org/test/api/vl/results |
|

|

|

|
...................................................... +

xtesting.ci.run_tests - INFO - Test result:
------------------ B e L L L L L e
PRQIECT | DURATI ON | RESULT |
------------------ B e L L L L L e
funct est | 00: 03 | PASS |
------------------ B e L L L L L e

I NFO - Execution exit value: Result.EX OK

I NFO - Depl oynent description:

Loadi ng test case 'sig_instrumentation'...
INFO - Running test case 'sig_instrunentation'...
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DEPLOY_SCENARI O
I NSTALLER TYPE
BUI LD_TAG
NODE_NANE
TEST_DB_URL
TEST_DB_EXT_URL
S3_ENDPOl NT_URL
S3_DST_URL
HTTP_DST_URL

2022-11-10 12:58:48,372 -
2022-11-10 12:58:48,478 -
2022-11-10 12:58:52,474 -

o,
| TEST CASE

o,
| sig_instrunentation
o,

2022-11-10 12:58:52, 477 -

sig_instrunmentation: PASS

2022-11-10 12:58:48, 233 -

DEBUG
DEPLOY_SCENARI O
I NSTALLER TYPE
BUI LD _TAG
NCDE_NAVE
TEST_DB_URL
TEST_DB_EXT_URL
S3_ENDPO NT_URL
S3_DST_URL
HTTP_DST_URL

2022-11-10 12:58:48,372 -
2022-11-10 12:58:48,478 -
2022-11-10 12:58:52,474 -

dem e e e e e e e e e m .
| TEST CASE

dem e e e e e e e e e m .
| sig_instrunentation
dem e e e e e e e e e m .

2022-11-10 12:58:52,477 -
sig_i nstrumentation: PASS

2022-11-10 12:58:48, 233 -

e
| VALUE
e
| daily

| fal se

| k8- nosdn- nof eat ur e- noha

| unknown

|

|

| http://testresults.opnfv.org/test/api/vl/results

|

|

|

|
e

xtesting.ci.run_tests - INFO - Loading test case 'sig_instr
xtesting.ci.run_tests - INFO - Running test case 'sig_instr
xtesting.ci.run_tests - INFO - Test result:

gy B B
| PRQIECT | DURATI ON | RESULT
gy B B

| funct est | 00: 03 | PASS
gy B B

xtesting.ci.run_tests - INFO - Execution exit value: Result

xtesting.ci.run_tests - INFO - Depl oynent description:
o e e e e e e e e e e e e e e e e e e e e e e e e e e e emm e e mm =
| VALUE
o e e e e e e e e e e e e e e e e e e e e e e e e e e e emm e e mm =

daily

fal se

k8- nosdn- nof eat ur e- noha
unknown

http://testresults.opnfv.org/test/api/vl/results

xtesting.ci.run_tests - INFO - Loading test case 'sig_instr
xtesting.ci.run_tests - INFO - Running test case 'sig_instr
xtesting.ci.run_tests - INFO - Test result:

e o o
| PRQIECT | DURATI ON | RESULT
e o o

| functest | 00: 03 | PASS
e o o

xtesting.ci.run_tests - INFO - Execution exit value: Result

xtesting.ci.run_tests - INFO - Depl oynent description:

umentation'...
unmentation'...

.EX_OK

umentation'...
umentation'...

CEX_OK
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TEST_DB_EXT_URL
S3_ENDPOl NT_URL
S3_DST_URL
HTTP_DST_URL

| ENV VAR | VALUE |
B o m m o e e e e e e e e e e e e e e e e e e e e e e e e memema——an +
| Cl _LOooP | daily |
| DEBUG | fal se |
| DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha |
| I NSTALLER_TYPE | unknown |
| BUI LD _TAG | |
| NCDE_NAME | |
| TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results |
I I |
I | |
I I |
I | |

2022-11-10 12:58:48,372 - xtesting.ci.run_tests - INFO - Loading test case 'sig_instrumentation'...
2022-11-10 12:58:48,478 - xtesting.ci.run_tests - INFO - Running test case 'sig_instrunentation'...
2022-11-10 12:58:52,474 - xtesting.ci.run_tests - INFO - Test result:

B i B B +
| TEST CASE | PRQIECT | DURATI ON | RESULT |
B i B B +
| sig_instrunentation | funct est | 00: 03 | PASS |
B i B B +

2022-11-10 12:58:52,477 - xtesting.ci.run_tests - INFO - Execution exit value: Result.EX K
sig_auth: FAIL

2022-11-10 12:56:38,731 - xtesting.ci.run_tests - |NFO - Depl oynent description:

TEST_DB_EXT_URL
S3_ENDPOl NT_URL
S3_DST_URL
HTTP_DST_URL

oo Fr o m e e e e oo +
| ENV VAR | VALUE |
oo Fr o m e e e e oo +
| Cl _LOoP | daily |
| DEBUG | fal se |
| DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha |
| I NSTALLER_TYPE | unknown |
| BUI LD _TAG | |
| NODE_NAVMVE | |
| TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results |
I | |
I I |
I | |
I I |

2022-11-10 12:56: 38,830 - xtesting.ci.run_tests - INFO - Loading test case 'sig_auth'...
2022-11-10 12:56:38,987 - xtesting.ci.run_tests - INFO - Running test case 'sig_auth'...
2022-11-10 13: 06: 46,024 - functest_kubernetes. k8stest - ERROR - Summarizing 5 Failures:

[Fail] [sig-auth] [Feature: NodeAuthorizer] [It] Getting an existing configmap should exit with the Forbi dden error
/ wor kspace/ src/ k8s. i o/ kuber net es/ _out put/ dockeri zed/ go/ src/ k8s. i o/ kuber net es/ t est/ e2e/ aut h/ node_aut hz. go: 103

[Fail] [sig-auth] [Feature: NodeAuthorizer] [It] Getting a secret for a workload the node has access to should
succeed
/ wor kspace/ src/ k8s. i o/ kuber net es/ _out put/ dockeri zed/ go/ src/ k8s. i o/ kuber net es/ t est/ e2e/ aut h/ node_aut hz. go: 122

[Fail] [sig-auth] [Feature: NodeAut horizer] [It] Getting an existing secret should exit with the Forbi dden error
/ wor kspace/ src/ k8s. i o/ kubernet es/ _out put/dockeri zed/ go/ src/ k8s. i o/ kubernet es/t est/ e2e/ aut h/ node_aut hz. go: 81

[Fail] [sig-auth] [Feature: NodeAuthorizer] [It] Getting a non-existent secret should exit with the Forbidden
error, not a NotFound error
/ wor kspace/ src/ k8s. i o/ kuber net es/ _out put/dockeri zed/ go/ src/ k8s. i o/ kuber net es/ t est/ e2e/ aut h/ node_aut hz. go: 76

[Fail] [sig-auth] [Feature: NodeAuthorizer] [It] Getting a non-existent configmap should exit with the Forbi dden

error, not a NotFound error
/ wor kspace/ src/ k8s. i o/ kuber net es/ _out put/dockeri zed/ go/ src/ k8s. i o/ kuber net es/ t est/ e2e/ aut h/ node_aut hz. go: 86

2022-11-10 13: 06:46,025 - xtesting.ci.run_tests - INFO - Test result:


http://testresults.opnfv.org/test/api/v1/results
http://xtesting.ci
http://xtesting.ci
http://xtesting.ci
http://xtesting.ci
http://xtesting.ci
http://testresults.opnfv.org/test/api/v1/results
http://xtesting.ci
http://xtesting.ci
http://k8s.io/kubernetes/_output/dockerized/go/src/k8s.io/kubernetes/test/e2e/auth/node_authz.go:103
http://k8s.io/kubernetes/_output/dockerized/go/src/k8s.io/kubernetes/test/e2e/auth/node_authz.go:122
http://k8s.io/kubernetes/_output/dockerized/go/src/k8s.io/kubernetes/test/e2e/auth/node_authz.go:81
http://k8s.io/kubernetes/_output/dockerized/go/src/k8s.io/kubernetes/test/e2e/auth/node_authz.go:76
http://k8s.io/kubernetes/_output/dockerized/go/src/k8s.io/kubernetes/test/e2e/auth/node_authz.go:86
http://xtesting.ci

2022-11-10 13: 06:46,027 - xtesting.ci.run_tests - ERROR - The test case 'sig_auth' failed.
2022-11-10 13:06:46,027 - xtesting.ci.run_tests - INFO - Execution exit value: Result.EX ERROR

sig_cluster_lifecycle: PASS

2022-11-10 12:57: 12,748 - xtesting.ci.run_tests - |NFO - Depl oynent description:

TEST_DB_EXT_URL
S3_ENDPOl NT_URL
S3_DST_URL
HTTP_DST_URL

L T T TIPSR e e e eeeeeeeeeeeeeeeeeeeeeeeeeeeeaseeeeeee—aa- +
| ENV VAR | VALUE |
L T T TIPSR e e e eeeeeeeeeeeeeeeeeeeeeeeeeeeeaseeeeeee—aa- +
| Cl _LOOoP | daily |
[ DEBUG | fal se |
| DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha |
[ I NSTALLER_TYPE | unknown |
| BUI LD_TAG | |
| NCDE_NAME | |
| TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results |
I | |
I I |
I | |
I I |

2022-11-10 12:57:12,847 - xtesting.ci.run_tests - INFO - Loading test case 'sig_cluster_lifecycle'...
2022-11-10 12:57:13,007 - xtesting.ci.run_tests - INFO - Running test case 'sig_cluster_|lifecycle'...
2022-11-10 12:57:36,639 - xtesting.ci.run_tests - INFO - Test result:

ee e e iieeeiieaiieaieeaaaaaaas - - - +
| TEST CASE | PRQIECT | DURATI ON | RESULT |
ee e e iieeeiieaiieaieeaaaaaaas - - - +
| sig_cluster_lifecycle | funct est | 00: 23 | PASS |
ee e e ieeeiieaiieaieeaaaaaas - - - +

2022-11-10 12:57:36,642 - xtesting.ci.run_tests - INFO - Execution exit value: Result.EX K
sig_network: FAIL

2022-11-10 12:59: 34,362 - xtesting.ci.run_tests - INFO - Depl oynent description:

TEST DB EXT_URL
S3_ENDPOl NT_URL
S3_DST_URL
HTTP_DST_URL

B Fo m m m e e e e e e e e e e e e e e e e e e e e e mmema——a +
| ENV VAR | VALUE |
B Fo m m m e e e e e e e e e e e e e e e e e e e e e mmema——a +
| Cl _LoorP | daily |
| DEBUG | fal se |
| DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha |
| I NSTALLER_TYPE | unknown |
| BU LD_TAG | |
| NODE_NAVE | |
| TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results |
I I |
I I I
I I |
I I I

2022-11-10 12:59: 34,463 - xtesting.ci.run_tests - INFO - Loading test case 'sig_network'...
2022-11-10 12:59: 34,571 - xtesting.ci.run_tests - INFO - Running test case 'sig_network'...
2022-11-10 13: 03: 39,438 - functest_kubernetes. k8stest - ERROR - Summarizing 2 Failures:

[Fail] [sig-network] Conntrack [It] should be able to preserve UDP traffic when server pod cycles for a NodePort
service

[ wor kspace/ src/ k8s. i o/ kuber net es/ _out put/ dockeri zed/ go/ src/ k8s. i o/ kuber net es/ vendor/ gi t hub. conf onsi / gi nkgo
/internal /| eaf nodes/runner.go: 113

[Fail] [sig-network] Services [It] should be able to update service type to NodePort |istening on sanme port

nunber but different protocols
/ wor kspace/ src/ k8s. i o/ kuber net es/ _out put/ dockeri zed/ go/ src/ k8s. i o/ kuber net es/ t est/ e2e/ net wor k/ servi ce. go: 1245

2022-11-10 13:03:39,439 - xtesting.ci.run_tests - INFO - Test result:
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2022-11-10 13:03:39,440 - xtesting.ci.run_tests - ERROR - The test case 'sig_network' failed.
2022-11-10 13:03:39,440 - xtesting.ci.run_tests - INFO - Execution exit value: Result.EX ERROR

si g_node: FAIL

2022-11-10 13:28:29,405 - xtesting.ci.run_tests - |NFO - Depl oynent description:

TEST_DB_EXT_URL
S3_ENDPOl NT_URL
S3_DST_URL
HTTP_DST_URL

L T T TIPSR e e e eeeeeeeeeeeeeeeeeeeeeeeeeeeeaseeeeeee—aa- +
| ENV VAR | VALUE |
L T T TIPSR e e e eeeeeeeeeeeeeeeeeeeeeeeeeeeeaseeeeeee—aa- +
| Cl _LOOoP | daily |
[ DEBUG | fal se |
| DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha |
[ I NSTALLER_TYPE | unknown |
| BUI LD_TAG | |
| NCDE_NAME | |
| TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results |
I | |
I I |
I | |
I I |

2022-11-10 13:28:29,505 - xtesting.ci.run_tests - INFO - Loading test case 'sig_node'...
2022-11-10 13:28:29,611 - xtesting.ci.run_tests - INFO - Running test case 'sig_node'...
2022-11-10 13:57: 14,874 - functest_kubernetes. k8stest - ERROR - Sunmarizing 1 Failure:

[Panic!] [sig-node] Probing container [It] should be ready imediately after startupProbe succeeds

/ wor kspace/ src/ k8s. i o/ kuber net es/ _out put/ dockeri zed/ go/ src/ k8s. i o/ kuber net es/ vendor/ k8s. i o/ api machi nery/ pkg/ util
/runtime/runtime.go: 55

2022-11-10 13:57: 14,875 - xtesting.ci.run_tests - INFO - Test result:

R T T R T LT T R T T +
| TEST CASE | PROJECT | DURATI ON | RESULT |
R T T R T LT T R T T +
| si g_node | funct est | 28: 45 | FAI L |
R T T R T LT T R T T +

2022-11-10 13:57: 14,876 - xtesting.ci.run_tests - ERROR - The test case 'sig_node' failed.
2022-11-10 13:57: 14,876 - xtesting.ci.run_tests - |INFO - Execution exit value: Result.EX_ERROR

si g_schedul i ng_serial: PASS

2022-11-10 13:28:44,050 - xtesting.ci.run_tests - |NFO - Depl oynent description:

TEST_DB_EXT_URL
S3_ENDPOl NT_URL
S3_DST_URL
HTTP_DST_URL

oo Fr o m e e e e oo +
| ENV VAR | VALUE |
oo Fr o m e e e e oo +
| Cl _LOoP | daily |
| DEBUG | fal se |
| DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha |
| I NSTALLER_TYPE | unknown |
| BU LD _TAG | |
| NODE_NAVE | |
| TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results |
I | |
I I |
I | |
I I |

2022-11-10 13:28:44,150 - xtesting.ci.run_tests - INFO - Loading test case 'sig_scheduling_serial'...
2022-11-10 13:28:44,256 - xtesting.ci.run_tests - INFO - Running test case 'sig_scheduling_serial'...
2022-11-10 13:42:58,573 - xtesting.ci.run_tests - INFO - Test result:
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2022-11-10 13:42:58,575 - xtesting.ci.run_tests - INFO - Execution exit value: Result.EX OK
sig_storage: FAIL

2022-11-10 13:28:58,164 - xtesting.ci.run_tests - |NFO - Depl oynent description:

TEST_DB_EXT_URL
S3_ENDPOl NT_URL
S3_DST_URL
HTTP_DST_URL

oo o m e e e +
| ENV VAR | VALUE |
oo o m e e e +
| Cl _LOoP | daily |
| DEBUG | fal se |
| DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha |
[ I NSTALLER_TYPE | unknown |
| BUI LD TAG | |
| NCDE_NAME | |
| TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results |
| | |
| I |
| | |
| I |

2022-11-10 13:28:58,263 - xtesting.ci.run_tests - INFO - Loading test case 'sig_storage'...
2022-11-10 13:28:58,370 - xtesting.ci.run_tests - INFO - Running test case 'sig_storage'...
2022-11-10 13:52: 56,376 - functest_kubernetes. k8stest - ERROR - Summarizing 5 Failures:

[Fail] [sig-storage] CSI nock volune CSI NodeUnstage error cases [Slow] [It] two pods: should call NodeStage
after previous NodeUnstage final error

/ wor kspace/ src/ k8s. i o/ kuber net es/ _out put/dockeri zed/ go/ src/ k8s. i o/ kubernet es/ test/ e2e/ st orage/ csi _nock_vol une. go:
1017

[Fail] [sig-storage] PersistentVolunes-local [Volune type: dir-bindnounted] Set fsGoup for local volune [It]
shoul d set same fsGoup for two pods sinultaneously [Slow

/ wor kspace/ src/ k8s. i o/ kuber net es/ _out put/dockeri zed/ go/ src/ k8s. i o/ kuber net es/ t est/ e2e/ st or age/ persi stent_vol unes-
| ocal . go: 808

[Fail] [sig-storage] PersistentVolunes-local Stress with [ocal volunes [Serial] [AfterEach] should be able to
process nmany pods and reuse | ocal vol unes
/ wor kspace/ src/ k8s. i o/ kuber net es/ _out put/dockeri zed/ go/ src/ k8s. i o/ kubernetes/test/e2e/ storage/ utils/local.go: 114

[Fail] [sig-storage] PersistentVolunes-local [Volune type: dir-1link-bindnounted] Set fsGoup for |ocal volune
[1t] should set sanme fsGroup for two pods sinultaneously [Slow

/ wor kspace/ src/ k8s. i o/ kuber net es/ _out put/ dockeri zed/ go/ src/ k8s. i o/ kubernet es/ t est/ e2e/ st or age/ persi stent_vol unes-
| ocal . go: 808

[Fail] [sig-storage] CSI nock volune CSI NodeUnstage error cases [Slow] [It] two pods: should call NodeStage
after previous NodeUnstage transient error

/ wor kspace/ src/ k8s. i o/ kuber net es/ _out put/ dockeri zed/ go/ src/ k8s. i o/ kuber net es/ t est/ e2e/ st orage/ csi _nock_vol une. go:
1017

2022-11-10 13:52:56,377 - xtesting.ci.run_tests - INFO - Test result:

o o o o +
| TEST CASE | PRQIECT | DURATI ON | RESULT |
o o o o +
| si g_storage | functest | 23:58 | FAI L |
o o o o +

2022-11-10 13:52:56,379 - xtesting.ci.run_tests - ERROR - The test case 'sig_storage' failed.
2022-11-10 13:52:56,379 - xtesting.ci.run_tests - INFO - Execution exit value: Result.EX_ERROR

sig_storage_serial: PASS

2022-11-10 14:18:46,523 - xtesting.ci.run_tests - INFO - Depl oynent description:
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TEST_DB_EXT_URL
S3_ENDPOl NT_URL
S3_DST_URL
HTTP_DST_URL

| ENV VAR | VALUE |
B o m m o e e e e e e e e e e e e e e e e e e e e e e e e memema——an +
| Cl _LOooP | daily |
| DEBUG | fal se |
| DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha |
| I NSTALLER_TYPE | unknown |
| BUI LD _TAG | |
| NCDE_NAME | |
| TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results |
| I |
| | |
| I |
| | |

2022-11-10 14:18:46,584 - xtesting.ci.run_tests - INFO - Loading test case 'sig_storage_serial'...
2022-11-10 14:18:46,650 - xtesting.ci.run_tests - INFO - Running test case 'sig_storage_serial'...
2022-11-10 14:22:24,652 - xtesting.ci.run_tests - INFO - Test result:

Fom e e e e em oo B B B +
| TEST CASE | PRQIECT | DURATI ON | RESULT |
Fom e e e e em oo B B B +
| si g_storage_seri al | funct est | 03: 38 | PASS |
Fom e e e e em oo B B B +

2022-11-10 14:22:24,655 - xtesting.ci.run_tests - INFO - Execution exit value: Result.EX OK

funct est - kuber net es-security

kube_hunter: WARN

022-11-10 11:20:38,300 - xtesting.ci.run_tests - INFO - Deploynment description:

TEST DB EXT_URL
S3_ENDPOI NT_URL
S3_DST_URL
HTTP_DST_URL

B o +
| ENV VAR | VALUE |
B o +
| Cl _LOooP | daily |
| DEBUG | fal se |
[ DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha |
| I NSTALLER _TYPE | unknown |
| BU LD_TAG | |
| NODE_NAME | |
| TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results |
| | |
| | |
| | |
| | |

2022-11-10 11:20:38,316 - xtesting.ci.run_tests - INFO - Loading test case 'kube_hunter'..

2022-11-10 11:20:38,823 - xtesting.ci.run_tests - INFO - Running test case 'kube_hunter'..

2022-11-10 11:21: 07,061 - functest_kubernetes.security.security - WARNI NG - Ski ppi ng CAP_NET_RAW Enabl ed
(severity is configured as high)

2022-11-10 11:21: 07,061 - functest_kubernetes.security.security
account token (severity is configured as high)

2022-11-10 11:21:07,062 - functest_kubernetes.security.security
(severity is configured as high)

2022-11-10 11:21:07,062 - functest_kubernetes.security.security
(severity is configured as high)

2022-11-10 11:21:07,062 - functest_kubernetes.security.security
account token (severity is configured as high)

WARNI NG - Ski ppi ng Read access to pod's service

WARNI NG - Ski ppi ng Access to pod's secrets

WARNI NG - Ski ppi ng K8s Version Disclosure

WARNI NG - Ski ppi ng Access to APl using service

2022-11-10 11:21: 07,064 - functest_kubernetes.security.security - WARN NG -

e Fom e e e e e e ee e eeeeeemeecmeee-mee--mes-eea-eeanaaa= Fom e eee e +
| CATEGORY | VULNERABI LI TY | SEVERI TY |
e Fom e e e e e e ee e eeeeeemeecmeee-mee--mes-eea-eeanaaa= Fom e eee e +
| Access Ri sk | CAP_NET_RAW Enabl ed | | ow |
| Access Ri sk | Read access to pod's service account token | | ow |
| Access Ri sk | Access to pod's secrets | | ow |
| Information Disclosure | K8s Version Disclosure | medi um |
| Information Disclosure | Access to APl using service account token | medi um |
e Fom e e e e e e ee e eeeeeemeecmeee-mee--mes-eea-eeanaaa= Fom e eee e +

2022-11-10 11:21:07,074 - xtesting.ci.run_tests - INFO - Test result:


http://testresults.opnfv.org/test/api/v1/results
http://xtesting.ci
http://xtesting.ci
http://xtesting.ci
http://xtesting.ci
http://xtesting.ci
http://testresults.opnfv.org/test/api/v1/results
http://xtesting.ci
http://xtesting.ci
http://xtesting.ci

2022-11-10 11:21:07,126 - xtesting.ci.run_tests - INFO - Execution exit value: Result.EX OK
kube_bench_master: PASS

2022-11-10 11:25:10,440 - xtesting.ci.run_tests - |INFO - Deploynent description:

TEST_DB_EXT_URL
S3_ENDPOl NT_URL
S3_DST_URL
HTTP_DST_URL

oo o m e e e +
| ENV VAR | VALUE |
oo o m e e e +
| Cl _LOoP | daily |
| DEBUG | fal se |
| DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha |
[ I NSTALLER_TYPE | unknown |
| BUI LD TAG | |
| NCDE_NAME | |
| TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results |
| | |
| I |
| | |
| I |

2022-11-10 11:25:10,456 - xtesting.ci.run_tests - INFO - Loading test case 'kube_bench_master'...

2022-11-10 11:25:10,913 - xtesting.ci.run_tests - INFO - Running test case 'kube_bench_master'...

2022-11-10 11:25:18,894 - functest_kubernetes.security.security - ERROR - Ensure that the etcd pod specification
file perm ssions are set to 644 or nore restrictive (Scored)

Run the bel ow command (based on the file location on your systen) on the master node.

For exanpl e,

chnmod 644 /etc/ kubernetes/ mani f ests/etcd. yan

2022-11-10 11:25:18,895 - functest_kubernetes.security.security - ERROR - Ensure that the etcd pod specification
file ownership is set to root:root (Scored)

Run the bel ow conmand (based on the file location on your systen) on the naster node.

For exanpl e,

chown root:root /etc/kubernetes/ manifests/etcd. yam

2022-11-10 11:25:18,895 - functest_kubernetes.security.security - ERROR - Ensure that the etcd data directory
perm ssions are set to 700 or nore restrictive (Scored)

On the etcd server node, get the etcd data directory, passed as an argunent --data-dir,

fromthe bel ow command:

ps -ef | grep etcd

Run the bel ow command (based on the etcd data directory found above). For exanple,

chrmod 700 /var/lib/etcd

2022-11-10 11:25:18,895 - functest_kubernetes.security.security - ERROR - Ensure that the etcd data directory
ownership is set to etcd:etcd (Scored)

On the etcd server node, get the etcd data directory, passed as an argunent --data-dir,

fromthe bel ow comrand:

ps -ef | grep etcd

Run the bel ow conmand (based on the etcd data directory found above).

For exanple, chown etcd:etcd /var/lib/etcd

2022-11-10 11:25:18,895 - functest_kubernetes.security.security - ERROR - Ensure that the

Rot at eKubel et Server Certificate argunent is set to true (Scored)

Edit the Controller Manager pod specification file /etc/kubernetes/ manifests/kube-controller-manager.yanl
on the master node and set the --feature-gates paraneter to include RotateKubel et ServerCertificate=true.
- - f eat ure-gat es=Rot at eKubel et Server Certificate=true

2022-11-10 11:25:18,897 - functest_kubernetes.security.security - WARNING - Targets:


http://xtesting.ci
http://xtesting.ci
http://testresults.opnfv.org/test/api/v1/results
http://xtesting.ci
http://xtesting.ci

| NODE_TYPE VERSI ON TEST_DESC PASS FAI L
WARN |
B B o B B
R T +
| nast er | 1.5 | Mast er Node Confi guration
Files | 12 | 4 | 5 |
| nast er | 1.5 | API
Server | 31 | 0 | 4 |
| nast er | 1.5 | Controller
Manager | 6 | 1 | 0 |
| nast er | 1.5 | Schedul er 2 0
0 |
B B o B B
R T +

2022-11-10 11:25:18,897 - xtesting.ci.run_tests - INFO - Test result:

e e e e e eeeameeaeaaaaaa e e e e e eeeaaas Fom e e e aeaaas . +
| TEST CASE | PRQJECT | DURATI ON | RESULT |
e e e e e eeeameeaeaaaaaa e e e e e eeeaaas Fom e e e aeaaas . +
| kube_bench_nast er | funct est | 00: 07 | PASS |
e e e e e eeeameeaeaaaaaa e e e e e eeeaaas Fom e e e aeaaas . +

2022-11-10 11:25:18,955 - xtesting.ci.run_tests - |INFO - Execution exit value: Result.EX OK
kube_bench_node: PASS

2022-11-10 11:35:47,669 - xtesting.ci.run_tests - |INFO - Deploynent description:

TEST_DB_EXT_URL
S3_ENDPOl NT_URL
S3_DST_URL
HTTP_DST URL

e T T NN +
| ENV VAR | VALUE |
e T T NN +
| Cl _LOoP | daily |
| DEBUG | fal se |
| DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha |
| I NSTALLER_TYPE | unknown |
| BUI LD TAG | |
| NCDE_NAMVE | |
| TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results |
| | |
| I |
| | |
| I |

2022-11-10 11:35:47,685 - xtesting.ci.run_tests - INFO - Loading test case 'kube_bench_node'...

2022-11-10 11:35:47,991 - xtesting.ci.run_tests - INFO - Running test case 'kube_bench_node'...

2022-11-10 11:35:54,758 - functest_kubernetes.security.security - ERROR - Ensure that the proxy kubeconfig file
permi ssions are set to 644 or nore restrictive (Scored)

Run the bel ow conmand (based on the file location on your systen) on the each worker node.

For exanpl e,

chnod 644 /etc/ kubernet es/ proxy. conf

2022-11-10 11:35:54,759 - functest_kubernetes.security.security - ERROR - Ensure that the proxy kubeconfig file
ownership is set to root:root (Scored)

Run the bel ow command (based on the file location on your systen) on the each worker node.

For exanpl e, chown root:root /etc/kubernetes/proxy.conf

2022-11-10 11:35:54,759 - functest_kubernetes.security.security - ERROR - Ensure that the --read-only-port
argunent is set to O (Scored)

If using a Kubelet config file, edit the file to set readOnlyPort to O.

If using conmand |ine argunents, edit the kubelet service file

/ etc/ systend/ syst enf kubel et. service on each worker node and

set the bel ow paraneter in KUBELET_SYSTEM PODS_ARGS vari abl e.

--read-only-port=0

Based on your system restart the kubel et service. For exanple:

systentt| daenon-rel oad

systentt!l restart kubel et.service
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2022-11-10 11:35:54,759 - functest_kubernetes.security.security - ERROR - Ensure that the --protect-kernel-
defaults argument is set to true (Scored)

If using a Kubelet config file, edit the file to set protectKernel Defaults: true.

If using conmand |ine argunents, edit the kubelet service file

| etc/ systend/ syst enf kubel et. service on each worker node and

set the bel ow paraneter in KUBELET_SYSTEM PODS_ARGS vari abl e.

--protect-kernel -defaul ts=true

Based on your system restart the kubel et service. For exanple:

systentt| daenon-rel oad

systenttl restart kubel et.service

2022-11-10 11:35:54,759 - functest_kubernetes.security.security - ERROR - Ensure that the --tls-cert-file and --
tls-private-key-file argunents are set as appropriate (Scored)

If using a Kubelet config file, edit the file to set tlsCertFile to the location
of the certificate file to use to identify this Kubelet, and tlsPrivateKeyFile
to the location of the corresponding private key file.

If using command |ine argunents, edit the kubelet service file

/ etc/ systend/ systeni kubel et. service on each worker node and

set the bel ow paraneters in KUBELET_CERTI FI CATE_ARGS vari abl e.
--tls-cert-file=<path/to/tls-certificate-file>
--tls-private-key-file=<path/to/tls-key-file>

Based on your system restart the kubel et service. For exanple:

systentt| daenon-rel oad

systenttl restart kubel et.service

2022-11-10 11:35:54,760 - functest_kubernetes.security.security - WARNING - Targets:

| node | 1.5 | Wor ker Node Confi guration
Files | 7 | 2 | 1 |
| node | 1.5 | Kubel et 8 3

2022-11-10 11:35:54,760 - xtesting.ci.run_tests - INFO - Test result:

B i B B +
| TEST CASE | PRQIECT | DURATI ON | RESULT |
B i B B +
| kube_bench_node | funct est | 00: 06 | PASS |
B i B B +

2022-11-10 11:35:54,816 - xtesting.ci.run_tests - INFO - Execution exit value: Result.EX OK

opnf v/ funct est - kuber net es- benchmar ki ng

xral ly_kubernetes_full: PASS

2022-11-10 11:36:23,102 - xtesting.ci.run_tests - INFO - Deploynent description:

TEST DB EXT_URL
S3_ENDPOI NT_URL
S3_DST_URL
HTTP_DST_URL

B o +
| ENV VAR | VALUE |
B o +
| Cl_LoorP | daily |
| DEBUG | fal se |
[ DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha |
| I NSTALLER_TYPE | unknown |
| BUI LD_TAG | |
| NCDE_NAME | |
[ TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results |
I I I
I I |
I I I
I I |

2022-11-10 11:36:23,118 - xtesting.ci.run_tests - INFO - Loading test case 'xrally_kubernetes_full'...
2022-11-10 11:36:23,841 - xtesting.ci.run_tests - INFO - Running test case 'xrally_kubernetes_full'...
2022-11-10 12:12:59,868 - xtesting.ci.run_tests - INFO - Test result:
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B +
| TEST CASE |
B +
| xral ly_kubernetes_full |
B +

2022-11-10 12:12:59,870 - xtesting.ci.run_tests -

net perf: PASS

2022-11-10 12:20: 46,740 - xtesting.ci.run_tests -

I NFO - Execution exit value:

------------------ B T
PRQIECT | DURATI ON | RESULT |
------------------ B T
funct est | 36: 36 | PASS |
------------------ B T

Resul t . EX_OK

I NFO - Depl oynment description:

oo o m e e e +
| ENV VAR | VALUE |
oo o m e e e +

| Cl _LOoP | daily |

| DEBUG | fal se |

| DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha |

| I NSTALLER_TYPE | unknown |

| BUI LD TAG | |

| NCDE_NAME | |

| TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results |

| TEST_DB_EXT_URL | |

| S3_ENDPQO NT_URL | |

| S3_DST_URL | |

| HTTP_DST_URL | |
oo o m e e e oo +
2022-11-10 12:20:46,755 - xtesting.ci.run_tests - INFO - Loading test case 'netperf'...
2022-11-10 12:20: 46,777 - xtesting.ci.run_tests - INFO - Running test case 'netperf'...
2022-11-10 13:02: 09,472 - xtesting.ci.run_tests - INFO - Test result:
e e oo o +

| TEST CASE | PRQJECT | DURATI ON | RESULT |
e e oo o +

| net per f | funct est | 41: 22 | PASS |
e e oo o +

2022-11-10 13:02: 09,475 - xtesting.ci.run_tests - INFO - Execution exit value: Result.EX OK
funct est - kuber net es- cnf

k8s_vims: FAIL

2022-11-10 13:32:56,101 - xtesting.ci.run_tests - |INFO - Deploynent description:
e T T T N +

| ENV VAR | VALUE |
e T T T N +

| Cl _LOoP | daily |

[ DEBUG | fal se |

| DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha |

| I NSTALLER_TYPE | unknown |

| BUI LD _TAG | |

| NCDE_NAME | |

| TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results |

| TEST_DB_EXT_URL | |

| S3_ENDPQO NT_URL | |

[ S3_DST_URL | |

| HTTP_DST_URL | |
e T T T N +
2022-11-10 13:32:56,118 - xtesting.ci.run_tests - INFO - Loading test case 'k8s_vins'...
2022-11-10 13:32:56,614 - xtesting.ci.run_tests - INFO - Running test case 'k8s_vins'...
2022-11-10 13:40:21,901 - xtesting.ci.run_tests - INFO - Test result:
. - - . +

| TEST CASE | PRQIECT | DURATI ON | RESULT |
. - - . +

| k8s_vi ns | funct est | 07: 25 | FAI L |
. - - . +

2022-11-10 13:40:22,268 - xtesting.ci.run_tests - ERROR - The test case 'k8s_vins' failed.
2022-11-10 13:40:22,268 - xtesting.ci.run_tests - |INFO - Execution exit value: Result.EX ERROR

hel mvins: FAIL
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2022-11-10 13:47:15,988 - xtesting.ci.run_tests - |INFO - Deploynent description:

TEST_DB_EXT_URL
S3_ENDPOl NT_URL
S3_DST_URL
HTTP_DST_URL

E T T T L I I +
| ENV VAR | VALUE |
E T T T L I I +
| Cl _LOOoP | daily |
| DEBUG | fal se |
| DEPLOY_SCENARI O | k8- nosdn- nof eat ur e- noha |
| I NSTALLER_TYPE | unknown |
| BUI LD_TAG | |
| NCDE_NAMVE | |
| TEST_DB_URL | http://testresults.opnfv.org/test/api/vl/results |
| | |
| I |
| | |
| I |

2022-11-10 13:47:16,005 - xtesting.ci.run_tests - INFO - Loading test case 'helmvins'...
2022-11-10 13:47:16,457 - xtesting.ci.run_tests - INFO - Running test case 'helmuvins'...
2022-11-10 13:55:19,705 - xtesting.ci.run_tests - INFO - Test result:

. - - - +
| TEST CASE | PRQIECT | DURATI ON | RESULT |
. - - - +
| hel m vi ms | funct est | 08: 03 | FAI L |
. - - - +

2022-11-10 13:55:20,812 - xtesting.ci.run_tests - ERROR - The test case 'helmuvins' failed.
2022-11-10 13:55:20,813 - xtesting.ci.run_tests - |INFO - Execution exit value: Result.EX ERROR

f unct est - kuber net es- heal t hcheck

zi p_canpai gn
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