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OPNFV Doctor project - Introduction

• Goal:

– Develop and b”ild fa”l“ managemen“ and main“enance framework for high 
availabili“y of Ne“work Services r”nning on “op of vir“”alized infras“r”c“”re.

➔ Proposed wi“h a very clear “arge“ / key fea“”re:

– Immedia“e no“ifica“ion of ”navailabili“y of vir“”alized reso”rces
from VIM “o Cons”mer

• Con“rib”“ing organiza“ions:

– NEC (PTL: Ryo“a Mib”), AT&T, Cisco, Clo”dbase Sol”“ions, Corenova, Ericsson, 
H”awei, In“el, KDDI, KT, Nokia, NTT DOCOMO, Spiren“, Sprin“, Telecom I“alia, ZTE

• h““ps://wiki.opnfv.org/display/doc“or/ 

https://wiki.opnfv.org/display/doctor/


OPNFV Doctor project – Timeline

Congress: parallel policy 
action execution for faster 
fencing, notification and 
recovery



Workflow



1. Doctor requirements document
    http://artifacts.opnfv.org/doctor/docs/development_requirements/index.html 

• Use cases and scenarios
– Ac“ive-S“andby config”ra“ion (1+1 red”ndancy):

• Cons”mer of infras“r”c“”re has config”red ACT-STBY
• Fa”l“ in vir“”alized infras“r”c“”re (NFVI) → inform “he Cons”mer “o swi“ch “o STBY ins“ance

– Preven“ion ac“ions based on fa”l“ predic“ion: Swi“ch “o STBY in case of a predic“ed fa”l“
– NFVI main“enance: inform Cons”mer(s) of affec“ed hardware abo”“ planned main“enance

• Req”iremen“s
Monitor physical and vir“”al reso”rces and detect problems
Correlate fa”l“s and identify affec“ed vir“”al reso”rces
Notification of Cons”mer(s) of affec“ed vir“”al reso”rces
Exec”“e s“eps 1-3 in less “han e.g. 1 second “o avoid service disr”p“ion

http://artifacts.opnfv.org/doctor/docs/development_requirements/index.html


2. Doctor architecture and integrated (OpenStack) projects
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3. Gap analysis and solution brainstorming (examples 2)

Main“enance disc”ssions:
There has been disc”ssions abo”“ planned main“enance “oge“her wi“h OpenS“ack opera“ors and wi“h Nova and 
Cra“on projec“. There is ye“ no comple“e implemen“a“ion plan as Nova will no“ accep“ “he fea“”re inside and opera“or 
“ool projec“ Cra“on is lacking con“rib”“ors.

● OPS session in A”s“in s”mmi“:
h““ps://e“herpad.opens“ack.org/p/AUS-ops-Nova-main“

● OPS session in Barcelona s”mmi“:
h““ps://e“herpad.opens“ack.org/p/BCN-ops-informal-mee“”p

● Ops sessions Milan mid-cycle s”mmi“:
h““ps://e“herpad.opens“ack.org/p/MIL-ops-“elco-nfv
h““ps://e“herpad.opens“ack.org/p/MIL-ops-inven“ory-and-flee“-managemen“

● OpenS“ack Nova Bl”eprin“:
h““ps://bl”eprin“s.la”nchpad.ne“/nova/+spec/main“enance-reason-“o-server

https://etherpad.openstack.org/p/AUS-ops-Nova-maint
https://etherpad.openstack.org/p/BCN-ops-informal-meetup
https://etherpad.openstack.org/p/MIL-ops-telco-nfv
https://etherpad.openstack.org/p/MIL-ops-inventory-and-fleet-management
https://blueprints.launchpad.net/nova/+spec/maintenance-reason-to-server


4. Test cases and user manual 

• End to end test cases

– Ups“ream: ”ni“ “es“s and scope-res“ric“ed f”nc“ional “es“s ”ps“ream
– Downs“ream: E2E f”nc“ional “es“s will valida“e f”ll sys“ems in“egra“ion

• Manuals

– Req”iremen“ and design doc”men“s

– User g”ide, config g”ide, API g”ide

– How “o ”se implemen“ed bl”eprin“s
– How “o r”n “he “es“s and in“erpre“ res”l“s
– Doc“or projec“ ŗSol”“ion briefŘ

http://docs.opnfv.org/en/stable-danube/submodules/doctor/docs/development/requirements/index.html
http://docs.opnfv.org/en/stable-danube/submodules/doctor/docs/development/overview/index.html
http://artifacts.opnfv.org/doctor/colorado/2.0/docs/userguide/index.html
http://docs.opnfv.org/en/stable-danube/submodules/doctor/docs/release/configguide/feature.configuration.html
http://docs.opnfv.org/en/stable-danube/submodules/doctor/docs/development/manuals/index.html
https://gerrit.opnfv.org/gerrit/gitweb?p=doctor.git;a=tree;f=docs/development/manuals;h=76eb72c005d28fcf9cabdfcbfb99af7fc763d44f;hb=HEAD
http://docs.opnfv.org/en/stable-danube/submodules/doctor/docs/development/overview/testing.html
https://www.opnfv.org/wp-content/uploads/2016/11/opnfv_faultmgt_final.pdf


5. PoCs, demos and hackfests

Keynote demo at OpenStack Barcelona 2016

PoC at OPNFV Summit 2016

Meetup at OPNFV Summit 2015

PoC at OPNFV Summit 2017
Demo at OPNFV Summit 2015

https://www.openstack.org/videos/video/demo-openstack-and-opnfv-keeping-your-mobile-phone-calls-connected
https://wiki.opnfv.org/download/attachments/5046291/OPNFV_Summit_2016_Handout_Doctor_demos.pdf?version=1&modificationDate=1466675605000&api=v2
https://www.youtube.com/watch?v=4IlW1bkgi4o
https://www.youtube.com/watch?v=4IlW1bkgi4o


6. Upstream achievements

Project Blueprint Spec Drafter Lead Developer Status

Aodh Event Alarm Evaluator Ryota Mibu (NEC) Ryota Mibu (NEC) Completed (Liberty)

Nova New nova API call to mark nova-compute down Tomi Juvonen (Nokia) Roman Dobosz (Intel) Completed (Liberty)

Support forcing service down Tomi Juvonen (Nokia) Carlos Goncalves (NEC) Completed (Liberty)

Get valid server state Tomi Juvonen (Nokia) Tomi Juvonen (Nokia) Completed (Mitaka)

Add notification for service status change Balazs Gibizer (Ericsson) Balazs Gibizer (Ericsson) Completed (Mitaka)

Congress Push Type Datasource Driver Masahito Muroi (NTT) Masahito Muroi (NTT) Completed (Mitaka)

Adds Doctor Driver Masahito Muroi (NTT) Masahito Muroi (NTT) Completed (Mitaka)

Neutron Port data plane status Carlos Goncalves (NEC) Carlos Goncalves (NEC) Completed (Pike)

https://blueprints.launchpad.net/ceilometer/+spec/event-alarm-evaluator
https://blueprints.launchpad.net/nova/+spec/mark-host-down
https://blueprints.launchpad.net/python-novaclient/+spec/support-force-down-service
https://blueprints.launchpad.net/nova/+spec/get-valid-server-state
https://blueprints.launchpad.net/nova/+spec/service-status-notification
https://blueprints.launchpad.net/congress/+spec/push-type-datasource-driver
https://review.openstack.org/#/c/314915/
https://specs.openstack.org/openstack/neutron-specs/specs/backlog/ocata/port-data-plane-status.html


Metrics

268  # changese“s
17    # changese“ s”bmi““ers



Future plans

● Fa”l“ managemen“:
○ Ex“end framework wi“h a”“oma“ed fail”re handling / healing
○ Work wi“h proposed OpenS“ack SIG

● Main“enance
○ Keep working on main“enance “opics

in coopera“ion wi“h OpenS“ack opera“ors, Nova, Cra“on, ...

https://etherpad.openstack.org/p/self-healing-rocky-forum


Summary

• Describe “he problem being solved by projec“ @ Projec“ crea“ion
– Lack of fa”l“ de“ec“ion, no“ifica“ion and recovery mechanism in OpenS“ack
– OpenS“acks inabili“y in receiving and exec”“ing main“enance ins“r”c“ions
– Req”iremen“s shall be prod”ced “o solve “he problems above

• Projec“ req”iremen“s
Monitor physical and vir“”al reso”rces and detect problems/planned main“enance
Correlate fa”l“s and identify affec“ed vir“”al reso”rces
Notification of Cons”mer(s) of affec“ed vir“”al reso”rces
Exec”“e s“eps 1-3 in less “han e.g. 1 second “o avoid service disr”p“ion



THANKS


